In the Name of Allah, the Most Gracious, Ever Merciful
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Core Lesson 5 | Scams, Deception & Deepfakes

Learning Objectives
To understand what scams, deception and deepfakes are
To recognise common signs of scams and fake content
To understand how AI can be used to create misleading or false information
To understand Islamic teachings on honesty and avoiding deception
To develop awareness and caution when interacting online

Starter Task (Prior Knowledge Check)
Teacher to ask:
“Has anyone ever seen a message or video online that didn’t feel real?”
“What do you think a scam is?”
“Why would someone try to trick people online?”
Pupils to respond by:
Sharing ideas and examples
Discussing why people might lie or deceive online

Teacher to identify:
Pupils’ understanding of scams and fake content
Any misconceptions (e.g. “it looks real so it must be true”)

Teacher to explain:
· Islam teaches honesty and truthfulness in all actions
· Deceiving others, lying or tricking people is wrong
· Not everything online is truthful — people can create false images, videos and messages
· AI can be used to make things look real when they are not (deepfakes)
· This can be extremely detrimental for one’s reputation and future marriage and professional/ personal life
· Trickery, deception and false information is strictly condemned in Islam
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Islamic/ Ahmadi Input
· We are taught to be truthful and careful in what we accept and share
· We should not spread information unless we are sure it is correct
· We must avoid being misled and avoid misleading others
Teacher to emphasise clearly:
· Scammers try to create urgency, fear or excitement to trick people
· Deepfakes can look very real but are fake
· We must always pause and think before trusting or sharing
Key message to be taught:
· “Not everything that looks real is true—always think before you trust.”


Main Task (15–20 Mins)
Activity: “Spot the Scam”
Teacher to:
Display a set of examples (See PPT), such as:
· A message saying, “You have won a prize—click this link now!”
· An email pretending to be from a bank asking for details
· A video of a famous person saying something unusual (deepfake)
· A message from an unknown number asking for money
· A post with shocking or emotional news
Explain to pupils:
“You need to decide whether this is real or a scam—and explain how you know.”
Ask pupils to:
· Work in pairs
· Identify clues that show it is fake or suspicious
· Be ready to explain their reasoning
Teacher to gather class, have pupils share ideas, and then explain: 
· “The smart person is not the one who clicks fast but thinks first then acts”
· Do not click unknown links/ share details with someone you do not know, who is acting urgently and if you are unsure block the person/ inform a trusted adult
Lesson Concludes
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